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KoMnbioTepHbie BUPYCHI

KommnbroTepHslii  BUPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IIPOTpaMM,
OTJIMYUTENBHON OCOOEHHOCTBHIO KOTOPOM SIBIISIETCS] CIIOCOOHOCTh K Pa3MHOKEHHUIO
(konupoBaHu0). B nononmHeHue K 3TOMY, BHUPYCHI MOTYT MOBPEIUTH WIH
MOJTHOCTHIO YHUUYTOXKUTH BCE (Dailfibl M TaHHBIE, TTOJKOHTPOJIbHBIE MOJIB30BATENIO,
OT UMEHHU KOTOPOro OblIa 3amylieHa 3apakE€HHas IPOorpaMma, a TaKKe MOBPEIUTh
WIH 1K€ YHUUTOXXUThH ONEPAIMOHHYIO CUCTEMY cO BcemH (aitmamu B 1enoM. B
OOJIBILIMHCTBE CIIy4aeB PaclpOCTPAHSAIOTCA BUPYChI Uepe3 UHTEPHET.

MeTtoapl 3alIUTHI OT BPEAOHOCHBIX NIPOrPaMM:

1. Hcnonb3yil COBpEMEHHBIE ONEPAMOHHBIE CUCTEMbI, UMEIOIINE CEPbEZHBIN
YPOBEHB 3aIIMUTHI OT BPEJOHOCHBIX POrpaMM;

2. IlocTossHHO  ycTaHaBnuBail mnartud (UMQpoOBBIE  3amjgaTKU, KOTOpPbIE
ABTOMATHUYECKM YCTAaHABJIMBAIOTCS C LEIbI0 JOPaOOTKH IPOrpamMmbl) M
Ipyrue oOHOBJIEHMsI CBOEH ONepallMOHHON cucTeMbl. CKaunBail UX TOJIBKO C
opurmanbHoro caiita pazpadborunka OC. Eciu cCyliecTByeT pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIOUH €T0;

3. Pabotaii Ha cBOeM KOMIIBIOTEpE TOJI MpaBaMu IOJb30BaTENsl, a He
aJIMMHUCTPATOpa. JTO HE MO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMM
MHCTAJUINPOBATHCS HA TBOEM IIEPCOHAIBHOM KOMIIBIOTEPE;

4. Vcnonp3yld  aHTUBUPYCHbIE  INPOTPAaMMHBIE  MPOAYKTHl  M3BECTHBIX

IIPOM3BOIUTENICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

Orpannub HU3NUECKU AOCTYI K KOMIIBIOTEPY AJIS IOCTOPOHHUX JIUIL;

6. Wcmonp3yit BHENTHHE HOCUTENN WH(POpPMAITUH, TaKue Kak (priernka, TUCK Win
(aitn u3 HTEpHETA, TONBKO U3 IPOBEPEHHBIX UICTOYHUKOB;

/. He oTkppiBalli KOMIIBIOTEpHBbIE (DAIbl, MOJIYyYEHHbIE M3 HEHAIEKHBIX
ucTouyHukoB. Jlaxke Te (paityibl, KOTOpbIe MpUCTan TBOW 3HAKOMBIN. Jlyure
YTOYHU y HETO, OTHPABIISII JIU OH TeOE HX.
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Ceru WI-FI

C nomompro WI-Fi MoxHO mony4uTh OecCIIaTHBIAH HWHTEPHET-IOCTYI B
OOLIECTBEHHBIX MecTax: Kade, OTeNsIX, TOProBbIX LIEHTpax M a’sporoprax. Tak xe
SABJISIETCA OTJIMYHOW BO3MOXXHOCTBIO BbIXxoAa B MHTepHer. Ho MHOrme skcneprsl
CUMTAIOT, 4TO obuienoctynHble WiF1 ceTu He sBistoTca 0€301acHbIMU.

CoBeTbI 110 0€30MaCHOCTH PadoOTHI B 001Ie10CTYNHBIX ceTsix Wi-fi

1. He nepenaBaii cBO JIMUHYIO HH(OpMAIHIO Yepe3 oOrienoctynHabie Wi-Fi
cetu. Paboras B HUX, KeNaTeTbHO HE BBOAWTH MApOJH JOCTYMA, JIOTUHBI U
KaKue-TO HOMEpa;

2. Wcnons3yit 1 OOHOBISH aHTUBUPYCHBIE IporpaMmbl U Opanamaysp. Tem
cambIM Thl 00€30Maculllb ce0sl OT 3aKaYKU BUpYyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonw3zoBanuu Wi-Fi otkmoun ¢pyakmnumto «O0muit 1ocTym K (aitiam
u mpuHTepam». JlanHas (QyHKOUS 3aKppiTa MO YMOTYaHHUIO, OJHAKO
HEKOTOpbIE MOJIb30BATENIN AKTUBUPYIOT €€ /ISl yI0O0CTBA MCIOJIb30BAHUS B
pabote win yueoe;

4. He wucnonp3yit nyomuunbii WI-FI ni1s mepemaum JWYHBIX JaHHBIX,
HanpHUMep, JUIsl BBIXO/A B COLMAIbHBIE CETU WU B DJIEKTPOHHYIO MOUTY;

5. HUcnonp3yii Tonpko 3amuineHHoe coenudHenue yepes HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-apeca BBOAU UMEHHO «https://»;

6. B moOmmsHOM Tenedone otkmoun ¢yHknmoo «llogkimrouenne xk Wi-Fi
aBpToMatuyeckn». He  momyckal  aBTOMAaTHYECKOTO  MOJKIIFOYCHUS
ycTpoiicTBa k cetaM Wi-Fi 6e3 TBoero cornacus.

CouunajbHble CeTH

CornuanbHasi CETh - 3TO CalT, KOTOPBIM NMPEAOCTABIISIET BO3MOKHOCTD JIFOASM
OCYIIECTBJISITh OOIIEHUE MEXAy co00il B mHTepHeTe. Yalmie Bcero B HUX IS
KOKJOTO YeIOBEKAa BBIIEISETCS CBOS JUYHAS CTpaHWYKAa, HAa KOTOPOW OH
yKa3bIBaeT 0 ce0e pasnuuHylo WHGOpMAIUio, HauyWHAS OT WUMCHH, GaMWINA U
3aKaH4YMBas JTHYHBIMU GoTorpadusmu. MHOTHE MOIB30BATEIN HE IOHUMAIOT, YTO
uHboOpMaIys, pa3MelleHHas UMU B COLIMAIIBHBIX CETSAX, MOXKET OBbITh HaleHa U
UCTIOIb30BaHA KEM YroJHO, B TOM 4YHCJIE€ HE 00s3aTenbHO C OJaruMu
HaMEPEHUSIMU.

OcHOBHBIE COBETHI 110 0€30ACHOCTH B COIMAJIBLHBIX CEeTAX.

1. Orpanuub cniucok Jipy3eit. Y 1e0s B ApYy3bsiX HE AOHKHO OBITh CIIyYalHBIX U
HE3HAKOMBIX JIFOJCH;

2. 3amuiiai cBOI0 4acTHYIo *u3Hb. He ykaseiBail mapoinu, TenedoHsl, aapeca,
JaTy ~ TBOErO  POXACHUS W JPYryl0  JUYHYHO  MH(OpMAIHUIO.
370yMBIIIUIEHHUKH MOTYT UCIOJIb30BATh AK€ MH(OPMALIHMIO O TOM, KaK Thl
Y TBOM POJMTENM IUIAHUPYETE NPOBECTU KAHUKYJIBI;

3. 3ammiaii cBOI pemyTaluio - ACPKU €€ B YUCTOTE U 3aj7aBaii cebe BOmpoc:
XO0TeN OBl Thl, UTOOBI JPYTrHe MOJIb30BATENM BUIEIH, YTO ThI 3arpyKaeuib?
[Tonymaii, mpexae 4eM 4To-TO OMyOJIMKOBATh, HAMIMCATD U 3arPy3UTh;



4. Ecinu Thl TOBOPUIIBL C JIOJbMH, KOTOPBIX HE 3HACIIb, HE UCIOJB3YH CBOE
peaibHOE UMS M JPYTYIO JIMYHYIO MH(OpMALUU: UMs, MECTO KUTEJIbCTBA,
MECTO y4eObl U IIPOYEE;

5. U36eraii pazmenienus gororpaduit B Murtepnere, rme Tol m300paxkeH Ha
MECTHOCTH, 110 KOTOPOIl MOKHO OIPEAEIIUTh TBOE MECTOMOI0KEHHUE;

6. Ilpu peructpanuu B COUAIBHON CETH HEOOXOUMO HCIIOIb30BATh CIOKHBIE
HapoJiy, COCTOsIIIKE U3 OYKB U LU(Dp U C KOJMYECTBOM 3HAKOB HE MEHEe §;

7. Jlns colManbHON CETH, MOYTHI M APYTUX CAUTOB HEOOXOJUMO UCIOJIb30BATh
pasHbie napoiu. Toraa ecinu Te0s B3J0OMAIOT, TO 3JI0YMBIIUICHHUKH MOTy4aT
JOCTYII TOJILKO K OJJHOMY MECTY, a HE BO BCE€ Cpasy.

DIEKTPOHHBbIC TeHbI'!

DJNEeKTpOHHbIE JE€HBI'M — 3TO OYEHb YIOOHBIN crocod miaTexeil, ogHaKo
CYILECTBYIOT MOIIEHHUKH, KOTOPHIE XOTAT MOJIYYUTh 3TU JIEHBIH.

DNEeKTPOHHBIE JEHBI'M TOSIBUIMCH COBCEM HEAABHO U UMEHHO M3-3a 3TOr0 BO
MHOTHX TOCYIapCTBax J0 CUX IOP HE MPOMMUCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHM QYHKIMOHHMPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, I/e
UX Pa3leNsloT Ha HECKOJBKO BHJOB - aHOHHUMHBIE U HE aHOHMMHbIE. Pa3Huna B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pellaeTcs NPOBOAUTH ONepaiuu 6e3
UICHTU(UKAIIUA ~ TIONB30BaTENs, a B HE AaHOHUMHBIX HICHTHU(PHUKAIUU
N0JIb30BATENIA ABIISAETCS 0053aTENbHOM.

Takxxe cruenyeT pas3inyaTh OJIIEKTPOHHBIE (uaTHblEe JEHBIU (paBHBI
rOCyJapCTBEHHBIM BaJlOTaM) U 3JIEKTPOHHbIE He(puaTHble IEHbI'U (HE pPaBHbI
rOCy/1IapCTBEHHBIM BAJIIOTAM).

OcHoBHbIE COBETHI M0 0€30NACHOI padoTe ¢ 3JIEKTPOHHBIMHU IeHbI AMU .

1. TlpuBsku K cueTy MOOWIBHBIN TenedoH. ITO camblil yIOOHBIM M OBICTPHIN
Croco0 BOCCTAHOBHUTH JIOCTYM K cueTy. [IpuBs3aHHBIN TenedoH MOMOXKET,
eciin 3a0ynellb CBOM IUIATEXKHBIM Napoib WIM 3aiJellb HAa CalT C
HE3HaKOMOI'0 YCTPONCTBA;

2. Ucmonp3yit omHOpa3oBeie maponu. llocrme mepexoma Ha YCHICHHYIO
aBropuzaiuio Tebe yxke He OyneT yrpoXaThb OIACHOCTh KpaX WU
nepexBaTa IIaTeKHOTO MapoJis;

3. BeiGepu cnoxsblli maponb. [IpectymHukam Oyner HE MPOCTO yrajaaTh
CJIOXHBIM Maponib. HajexxHble mapojiim — 3TO Mapoyid, KOTOPBIE COAEpKaT
HE MEHee 8 3HAKOB M BKIIOYAIOT B c€0s CTPOYHBIE M MPOMHUCHBIE OYKBBI,
mubpsl M HECKOJIBKO CHUMBOJIOB, TakKHe€ KakK 3HaK joiuiapa, (QyHTa,
BOCKJIMLIATENbHBIN 3HaK U T.1. Hampumep, StROng!;;

4. He BBOAM CBOM JINYHBIE JAaHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSEIIb.

DJICKTPOHHAA MOYTA

DNEeKTpOHHAs MMOYTa — ATO TEXHOJIOTHUS U MPEIOCTABIISIEMBIE €10 YCIYTH IO
MEPECHUIKE U MOYYSHHUIO JIEKTPOHHBIX COOOIICHHM, KOTOPhIE PACIIPEACIISIOTCS B
KOMIIBIOTEpHON ceTH. OOBIYHO SJEKTPOHHBIA TMOYTOBBIA SIIIUK  BBITJISIAT



CIIEYIOIUM 00pa3oM: UMsI_TIOJIb30BaTeNsi(@uMs_jaoMeHa. Takke Kpome rnepenadu
IOPOCTOr0 TEKCTa, UMEETCS BO3MOXKHOCTh I€pPEIaBaTh (paiibl.

OcHOBHBIE COBETBHI 10 0€301aCHOM padoTe ¢ JIEKTPOHHOM MOYTOM:

Hano BbeIOpath mnpaBwibHBIM MOYTOBBIM cepBuc. B  HMuTepHeTe ecTh
OTPOMHBIA BBIOOp OECIUIATHBIX TMOYTOBBIX CEPBUCOB, OJHAKO JIyYIlle
JOBEPATH TEM, KOTO 3HACIIb U KTO NIEPBBIN B PEUTUHTE;

He ykaspiBaii B nuuHON mouTe NU4YHYI0 uH(popManuto. Hampumep, mydine
BBIOpATh «My3bIKaNbHBIA (haHaT@» unu «pok2013» BmecTo «remal3»;
Hcnonp3yil AByX3TaNHY0 aBTOPU3AIMIO. JTO KOrAa MOMUMO MapOoJisi HY>KHO
BBOJIUTH KOJI, MPUChUIaeMbIid 10 SMS;

BriOepu croxHbIi maponb. s Kaka0ro mo4ToBOro SAIIUKA JOJKEH OBITh
CBOM HAJEXKHBIW, YCTOWYMBBIN K B3JIOMY [apoJib;

Ecnu ectb BO3MOXHOCTH HalNKWCaTh CaMOMY CBOM JIMYHBIA BOIPOC,
VCIIOJIb3YH 3TY BO3MOXHOCTb;

Hcrnonb3yld HECKOJIBKO TIOYTOBBIX SIIUMKOB. [lepBhI IS YacTHOM
MEPENUCKN C aapecaTaMH, KOTOPBIM Thbl JIOBEpPSCHIb. JTO 3JIEKTPOHHBIN
aZpec He HaJ0 MCIIOIb30BaTh NP PErUCTpaliK Ha (popymax U calTax;

He otkpeiBaii Qaiinbl ¥ Apyrve BIOXKEHHS B MUChMax Ja)Xe €CId OHU
OPUIUIA OT TBOUX Apy3el. Jlydie yTouHM y HUX, OTOPABIISUIN JIU OHU TeOe
9TH (hailiibl;

[locne oxoH4aHuWsi pabOTHl HAa MOYTOBOM CEPBUCE TMEpE] 3aKPbITUEM
BKJIQJIKH C CAUTOM HE 3a0y/1b HaKaTh Ha «BBIATHY.

Kuo6epOovaJuMHT WM BUPTYAJIbLHOE H31€BATEILCTBO

KubepOymnmuar —  mpeciaegoBaHUE€  COOOUIEHUAMH,  COAEpPKAIIUMU

ocKopOJeHus, arpeccuio, 3aIlyTUBaHUE; XYJIUTAHCTBO; COLMaJIbHOE
OOMKOTHPOBAHUE C TOMOIIBIO PA3IUYHBIX HHTEPHET-CEPBUCOB.

N
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OcHoBHbIE COBeTBHI 10 00pble ¢ KHOEePOYIITUHIOM:

He Opocaiicst B 60it. JIydmmii crmoco6: mocoBeToBaThCs Kak ceOsl BECTH H,
€CJI HET TOr0, K KOMY MOYXXHO OOpaTUThCS, TO BHAaYale ycnokouTbes. Ecnu
Thl HAYHEIIb OTBEYATh OCKOPOJEHUSMU HAa OCKOpPOJICHHS, TO TOJBKO eIle
O0JIBIIIE PA30AKEITh KOH(IIUKT;

VYnpasisail cBoeil kubeppenyTaiuei;

AHOHUMHOCTH B ceTi MHUMAasl. CyIIEeCTBYIOT CIIOCOOBI BBIICHUTD, KTO CTOUT
3a aHOHUMHBIM aKKayHTOM;

He croutr BecTm XynuraHckuii o0pa3 BUPTyaslbHOM »ku3HHU. MHTEpHET
(buKcUpyeT Bce TBOM JIEUCTBUS U COXpaHSET UX. Y AAIUTh UX OyJeT KpaiiHe
3aTPYAHUTEIBHO;

Benu ce6s BexnBo;

Urnopupyii  eauHuuHbli  HeraTuB. OJHOpa3oOBbIE  OCKOPOHUTENbHBIE
cooOuieHust ay4iie UrHopupoBaTb. OOBIYHO arpeccus NpeKpallaeTcs Ha
HayaJlbHOM CTaJuu;



/. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMU COOOIICHHUSIMH, B
COLIMABbHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKHPOBKH OTIIPaBKU COOOIIEHUH €
OIIpENIETICHHBIX AJIPECOB;

8. Eciu ThI cBuneTens kubepOyiinHra. TBoM JEHCTBUS: BBICTYNHUTH NPOTUB
npecienoBaTens, IoKa3aTb €My, 4YTO €ro JeHCTBUS OLIEHHUBAIOTCS
HEraTUBHO, MOJJEPKaTh JKEPTBY, KOTOPOM HYyXHa ICHUXOJOrHYecKas
HIOMOIIIb, COOOIINUTB B3POCIIBIM O (JaKTe€ arpECCUBHOIO MOBEACHUS B CETH.

MoOuanHbBIN TeJaedon

CoBpemeHnHbIe cMapT(HOHBI U IJIAHIIETHI COIEPKAT B ceOe BIOIHE B3POCIbIi
GyHKIIMOHAJI, M TElmepbh OHU MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMU
KoMIbloTepamu. OJIHAKO, CPEACTB 3AIUTHI JJIsl MOJOOHBIX YCTPONCTB MOKa OYE€Hb
Mano. TecTupoBaHME W TIOMCK YSI3BUMOCTEH B HHUX MPOUCXOJUT HE TaK
MHTEeHCHUBHO, Kak Jis [1K, To ke camoe kacaercsi 1 MOOWIIbHBIX MTPUI0KCHUH.

CoBpemeHHBIE MOOWIIBHBIE Opay3epbl yKe€ TPAKTHYSCKHA JIOTHAIN
HACTOJIbHBIE AHAJOTH, OJHAKO paciMpeHue (yHKIMOHAjIa BJEYET 3a COo0Oid
OOJIBIIYIO CII0KHOCTh U MEHBIIYIO 3aIUIIEHHOCTbD.

Jlaneko He BCe MPOU3BOAMTENN BBITYCKAIOT OOHOBJICHHS, 3aKPHIBAIOIIHE
KPUTUYECKHUE YSI3BUMOCTH JIJIs CBOUX YCTPOUCTB.

OcHoBHbIE COBETHI I 0€30MaCHOCTH MOOMJILHOIO TeJiepoHA:

1. Bynp ocTopoXkeH, Beab Korja TeOe mpeajararoT OecIUIaTHBIM KOHTEHT, B
HEM MOTYT OBITh CKPBITBI KAKHE-TO IJIATHBIC YCIIYTH;

2. Iymaii, mpexne uem otnpaButh SMS, poto ninm Bumeo. Thl TOYHO 3HACTID,

r7ie OHU OYJyT B KOHEUYHOM UTOre?

Heo6xonumo 0OHOBISATE ONEPAlMOHHYIO CUCTEMY TBOEro cMapT(oHa;

Wcnonb3yit aHTUBUPYCHBIE MPOTPAMMBI JJIsI MOOWIJIBHBIX TeNIe(OHOB;

He 3arpyxaii mpuiokeHHs OT HEM3BECTHOTO HMCTOYHUKA, BEAb OHH MOTYT

COJIepKaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECIICUEHHUE;

6. [locne Toro kak Thl BbIiICIIb C caiiTa, I/i€ BBOJAWJ JIMUHYIO MH(OpMAIHUIO,
3aiiiu B HACTpOIKkU Opay3epa u yaanu cookies;

7. Ilepuonuuecku mMpoBepsidi Kakue TUIATHBIE YCIYTU aKTUBUPOBAHBI HA TBOEM
HOMEpE;

8. HaBaii cBOii HOMEpP MOOWIBHOTO TeledoHa TOJIBKO JIFOASM, KOTOPBIX ThI
3HAelllb U KOMY JIOBEpSEIIb;

9. Bluetooth momxeH OBITH BBIKIIOYEH, KOTJa Thl MM HE TMOib3yeuibcs. He
3a0bIBail MHOTIa TIPOBEPSTH ITO.
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OUIIMHI WA KpaxKa JJUYHBbIX JTaHHbIX

['maBHas uenbs QuIuUHT - BuAa VHTEpHET-MOLIEHHUYECTBA, COCTOUT B
NOJIYyYEHUN KOH(PUICHIUANbHBIX JTAHHBIX MOJIb30BaTENIE — JIOTMHOB U MapoJIeH.
Ha anrnuiickom s3sike phishing uyutaercs kak ¢ummnr (ot fishing — priOnas
JIOBJIS, password — maposnb).
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OcHoBHBIE cOBETHI 110 00pbLOE ¢ PUIMHIOM:

Crnean 3a cBOMM akkayHTOM. Eciu Thl moI0O3peBaellb, YTO TBOS aHKETa
Oblla B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKMPOBAaTh €€ U  COOOIIUTH
aMUHHUCTPATOPaM pecypca 00 3TOM KaK MOKHO CKOPEE;

Hcnonp3yit Oe3omacHble BeO-CaiThl, B TOM YHUCII€, HHTEPHET-Mara3uHoB U
MOMCKOBBIX CUCTEM;

Ucnonp3yit crnokHple W pa3Hble Mapoiau. Takum oOpazoM, ecinu TeOs
B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKH N10JIy4aT JOCTYH TOJIBKO K OJJHOMY TBOEMY
npoQUITIO B CETH, a HE KO BCEM;

Ecin Tebst B3nomanu, TO HEOOXOOUMO MpPEAYNpenuTh BCEX CBOMX
3HAKOMBIX, KOTOpbI€ J00aBlieHbl y TeOsd B JPY3bsiX, O TOM, 4YTO TeOs
B3JIOMAJIM M, BO3MOXHO, OT TBOEr0O MMEHU OyIeT pacchbulaTbCsl CIIaM U
CCBUJIKM Ha (DPUILIMHTOBBIE CAlTHI;

VYcranoBu HaaexHbld napoib (PIN) Ha MOOWIBHBIN Tene(oH;

OTkiII049M coXpaHeHHe naposst B Opaysepe;

He otkpeiBaii Qaiinbl ¥ Apyrve BIOXKEHHS B NUChbMax Ja)Xe €CId OHU
IPUILIM OT TBOUX Jpy3el. Jlydine yrouHH y HUX, OTHPABIISIN JIM OHU TeOe
9TH (HaitsIbL.



